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1 INTRODUCTION

The Bachelor thesis deals with the translation of selected text related to

electronic communication with commentary and glossary.

The thesis is divided into two main parts. The first part is the theoretical
which contains the theory of translation, translation’s techniques and
procedures. Some of the translation techniques were applied on the selected
texts. In this part of work a functional styles, such as scientific and journalistic

style are described.

The second part is the practical, which is a compilation of three
translated texts. Each of them is accompanied by commentary and glossary. In
the commentaries the analysis of the source and target texts is also included.
All chosen texts are from the Internet and the selected texts are from various
fields. The first text is concerned with the legal area related to the electronic
communication privacy act and the text answers the question about
eavesdropping in marriage and how and when you can use recorded
information for example in filing for divorce, this text was written by Rosen Law
firm. The second text is related to using electronic communication by physicians
and other healthcare providers and how to protect the privacy of patients. This
text was published on the Internet pages of The Canadian medical protective
association. This text serves only as learning material for general educational
purposes. Then finally the last text tries to inform the public about most popular
electronic communication methods and also inform what kind of weaknesses

they have which you should know about.

The texts and books, which were used by the author of the Bachelor’s
thesis, were in both electronic and printed forms. As a primary texts are the
three main texts, which are translated, analyzed and completed by commentary
and glossary. For the theoretical section the author used sources from websites
and books. Certain parts of the translation are also discussed with
professionals in law and electronic communication area to gain some additional

information from specialist.



2 THEORETICAL PART

2.1 Translation

The translation is a written transfer from source text into a target text. It is
important how we translate the text: literally or freely. [1] For a correct
translation it is necessary that the translator complies with all translation
competences. The most important competence is perfect knowledge of
grammar from both languages. Other competences are advantages, but every
translator should have them. Like social and culture competence plus good
background knowledge of the nation. If the translator is focusing on special
fields, he should also be proficient in them. But in case he is not, it is crucial to

consult it with somebody who is.

According to Peter Newmark, we divide text reading into two types:
general and close reading. By the general reading we have to understand what
the text expresses.Then we can continue with close reading, which has several
subcategories such as analysis of the text, intention of the text, translator, text

styles, the readership or stylistic scale. We need both types of this reading to

understand the text.[2]

Translation must always be in closest possible relation to the original,
and to help with the this, different translation techniques are used. For example:
Borrowing, Calque, Literal Translation, Transposition, Modulation, Equivalence,
Adaptation or Compensation, however the translator should not change the
meanings or ideas.[3] Target text should still refer to the source text. Correctly
chosen translation methods could really help the translation. It is well known
that it is not possible to make a perfect translation, there are always some
losses. However, the author’s goal is to minimize these losses. The most
important element of the translation is not to change the meaning, idea or
message of the source text. Furthermore, the translator has to make the

translation intelligible for readers.



2.2 Functional styles

Functional Style determines the text through the communication aspect.
Functional style can be recognized through the one or more features. Each
style is used in specific area and has own unique features, but some of them
can be interconnected with more than just one. For the translator it is necessary
to know in which style the original text is written. If the translator correctly
specified the style of the original text, then he can create the identical target
text. The author of the Bachelor thesis used for her translation only two styles
for the translation, scientific and journalistic and this is the reason why we will
focus only on these two. Both of these styles have similar features, because the

journalistic style is developed from scientific style.
2.2.1 Scientific style

The Scientific style is used in non-fiction literature, for example:
researchers, reports, scientific and case studies and another types of

practical literature. This style is usually preferred by professionals.

The function of this style is technical revealing and impart ideas of the
text precisely, clearly, completely and aptly. The main goal is to inform potential
readers at professional levels. As mentioned before, this style needs to provide
factual and also precise information and the information has to be
comprehensible, clear, explicit and could not be misleading. Usually the texts
are written in third person and they are also impersonal and objective. The texts
are organized into chapters, sections or some subsections and the style is
conceptual. Nouns and adjectives are typical and terms are chosen very

carefully, mostly are used in technology and science terminology. There is no

place for subjective or expressive terms.[4]

The main characteristic feature is a passive voice, which means that an

agent is not important or it is not necessary to mentioned, this is because this

style is focused on facts and phenomenons. [5]



There are other possibilities of how to express a passive voice, we are

called them impersonal structures.[6]
IT IS+ADJECTIVE+TO+INFINITIVE
IT IS+tADJECTIVE+THAT [7]

In this style it is important to express the relation between the sentences
to reach the clearness. There has to be obvious formulation and logical
sequence of sentences. This style has some specific features, such a
prepositional or conjunction. As Dagmar Knittlova wrote, we can call them tying
formulas. The most frequent are furthermore, moreover, nevertheless, first, in

addition, then, finally, again, also and others. [8]

Using of modal verbs are often features of the scientific style. Such are
would, should, may, might and others. The modal verbs usually lose their lexical

meanings, but it does not change the author’s intention.[9]

Another feature is a causative structure. These structures are usually

translated in Czech by subordinate clause.[10]
ALLOW, ENABLE, CAUSE, PERMIT, MAKE + INFINITIVE

2.2.2 Journalistic style

The journalistic style is famous for its function of persuasion aimed at
target readers. This style tries to influence the public opinion. The goal is also to
persuade the readers that the author’s interpretation is the only right one.
Journalistic style approach is very different from the scientific style. The
structure of sentences has to be easy to understand and clearly formulated.
This style is used for journalistic articles, essays, in radios or TV by
commentators. The sub discipline of this style is used in journalistic articles.
[11]

This style should be avoided from verbosity. It is better to write many

then a large proportion of. [12] Typical features of this style are acronyms or



neologism. We should use these types of words to translate with transcription

technique or paraphrase them.[13]

The journalistic style begins with an introduction, here is where the most
important information should be found, followed by the less significant. Another
feature is using neutral and standard language and without emotions, but there
are also exceptions, where the author of the text tries to express his opinion or
emotions in his article. Sometimes they are used as colloquial language, slang,

abbreviation or words from special fields (technical, economic, artistic).[14]

One of the most typical feature is a Headline, which should briefly inform
about the following message. Get maximum information in to the minimal place.
[15] There are traits of this style which should be remembered such as perfect
organization of the text, knowledge of given situation and context, brevity,

clarity, objectivity and distinctive headline.[16]
2.3 Translation techniques

Before the translator begins translating, it is necessary to choose the
right translation techniques. That means how the translator will interprets the
source text, without changing the message or idea of the source text. Each
technique is unique, so we should choose carefully, because sometimes it is
hard to determine the best one. And this can lead to change or wrong
comprehension of the target text. Determination of the right translation
technique depends on the background of the target language, message and

audience. There are eight translation techniques and we can divide them into

two main groups: Literal and Freely translation techniques. [17]
Literal translation techniques

We can use them if it is possible through their conceptual and structural

aspect of the source language, transfer them into target language.



2.3.1 Borrowing

This translation technique is characterized by borrowing words from
source language into target language without translation. It is well known that
many English words are "borrowed" from another language, but there are
another "borrowed" words not only from the English language, for example from
French, German language. This technique is used if the words have same
meanings as in target language or if there is no available word which can be

expressed in the target language.

Example: Hamburger=Hamburger
Kindergarten =Kindergarten
Both of these words are borrowed from German language
2.3.2 Calque

Calque is also considered as a word for word translation. It means that
the translator translates the word direct into target language with no change.

You can see this type of technique in specialized fields
Example: quality assurance = Qualitatssicherung

2.3.3 Literal translation

This technique cares about imprinting of the original. This type also
depends on the structure of sentences, it could not be used in all languages.
For example from Spanish it is not possible to translate to French or German
language in the same way because there is a difference between their

sentence structure.

Freely translation techniques

Are used when we can not translate the terms directly without changing
their meaning or grammatical and stylistics correctness into target language.
2.3.4 Transposition

Transposition exactly changes the word order. The translation is adapted

and based on particular target language. For example, in English verbs most



frequently close to the beginning of the sentence, but if we compare it with

Spanish, we can see that they have the verbs at the end of the sentence.

2.3.5 Modulation

Modulation rephrases the terms from one language into another one, but
still do not change the meaning. This technique is usually used when the
phrase which should be translated is awkward, so is used another suitable one.

That is what makes the translation easier to understand to the target language.
Example: the wonders of Czech cuisine - chut’ ¢eské kuchyné

2.3.6 Equivalence

Sometimes it is known as reformulation. The Equivalence is often used
to express idioms, advertising slogans, proverb and it is important if the
translator understands them rightly, after that he can try to express it in different

way to target language. So this type is not always easy.

2.3.7 Adaptation

This technique is used when a simple translation would not work or if the
result of translation will be shocking or confusing. It depends on culture
background. For example, the standard culture references USA are not the

standard in another country. [18]

2.3.8 Compensation

If the translator can not translate something simply, then he has to try
express with his own way. Try to offer something more or add some information
which are not in the text, but can help to reach a better and intelligible final
translation. For this type is necessary to have a good knowledge of both

languages.



3 PRACTICAL PART

3.1 Federalni zakony ve véci manzelského sledovani/lvyzvéda€stvi: Zakon

o soukromé elektronické komunikaci

Bezpec€nost elektronické komunikace a uchovavani telefonické a
elektronické komunikace, bézné spojené v jedno jako zakon o ochrané
soukromé elektronické komunikace, zkracené ang. ECPA (dale jen ECPA), jsou

federalni zakony, které zakazuiji jakékoli typy elektronického odposlechu.

Kongres schvalil tyto zakony v roce 1986 k dopInéni Federalniho zakona
0 odposlouchavani z roku 1968. Prvotni zakaz odposlouchavani chranil

soukromi osob béhem pouzivani telefonniho spojeni.

V roce 1968 si legislativa neuméla predstavit pouzivani takovych
zpusoblU komunikace, jako jsou elektronické zpravy, internetové komunikacni
mistnosti, textové zpravy, mobilni telefony, internetové vyvésni tabule nebo
takzvany voiceover IP, coZz je technologie, ktera nam umoZnuje pfenos
digitalizovaného hlasu v téle paketd rodiny protokold UDP/TCP/IP
prostfednictvim pocitaCové sité nebo jiného média, ktery splfiuje podminky
protokolu IP. Od té doby, co byl schvalen zakon ECPA, byl doplnén tak, aby

zahrnul i souCasné vyvojové nove technologie.

Pokuta v souladu se zakonem ECPA

ECPA vytvofila pokuty pro kazdou osobu, ktera umysiné:

« zachycuje, pouzivd nebo odhaluje jakoukoliv telefonni nebo ustni
komunikaci za pomoci jakéhokoliv elektronického, mechanického i

jiného zafizeni nebo

* bez povoleni spravnich organt uchovava telefonni ¢&i elektronickou

komunikaci.

Zde je rozdil mezi zachycenim elektronické komunikace a pouhym

pfistupem ke komunikaci, které jsou ulozené v paméti pocCitace. Kongres se



rozhodl stanovit pfisnéjSi pokuty za zachyceni takové komunikace, nez za

komunikaci zachycenou z paméti pocitace.

Rozdil mezi umysinym zachycenim a komunikaci ulozenou v paméti

Je rozdil mezi zachycenou a uloZzenou komunikaci:

Zachycovani komunikace zakon definuje jako poslechovy nebo jiny zplsob
ziskani jakékoliv telefonicke, elektronické nebo ustni komunikace skrze pouziti

elektronického, technického ¢i jiného zafizeni.

Elektronické ulozisté je jakakoli pfechodna, okamzita zaloha (uskladnéni
informaci) dratové(telegrafni) Ci elektronické komunikace souvisejici s
elektronickym prenosem; a jakakoliv takova zaloha (uskladnéni informaci)

komunikaéni sluzbou za ucelem zajisténi ochrany takové komunikace

Jaké typy komunikaci jsou pokryty?

Zakon se vztahuje na tradi¢ni odposlouchavani telefonu, zadrZovani
bezdratového telefonu, elektronické zpravy, systém hlasové schranky, pagery,
archivace chatu, videa kolujici po internetu, hlasové internetové zpravy a
nahravani ¢i nataCeni soukromé osobni konverzace. Tento seznam neni
kompletni, ale poskytuje naznak rozsahlého vyuziti tohoto zakona pro mnoho

typu komunikace.

Co kdyz mi partner/ka da pristupové informace k jejimu emailovému ucétu

a soukromé chatovaci mistnosti

Souhlas je dal$i moznost ke zvazeni, zda se rozhodnuti vztahuje na
systém ECPA. ECPA zakazuje pouze neopravnéné pouziti, zverejnéni Cdi

zadrzovani.

Pokud ziskate od partnera/ky heslo k emailovému uc¢tu a povoleni ho
pouzivat, potom jste opravnén hledat v ném podle libosti. Soud pak v kazdé
konkrétni situaci pfi rozhodovani prezkoumava, zda byl takovy souhlas dan Ci

nikoliv.



Nepfimy souhlas mulze byt uznan, pokud jsou brany v potaz okolni
informace. S ohledem na slozitost této ¢asti zakona je vhodné konzultovat vse
s advokatem predtim, nez se pustite do jakékoli akce, ktera muze byt

povazovana za poruseni systému ECPA.

Které telefonni hovory mohu nahravat?

V souladu se zakonem severni Karoliny je dovoleno nahravat telefonni
rozhovory, pokud je s tim jedna ze stran seznamena a souhlasi s nahravanim
tohoto rozhovoru. To znamena, Ze mohou byt nahravané vlastni telefonni
rozhovory. Na druhé strané je nelegalni nahravat telefonni hovory vaseho

partnera a treti strany, pokud ani jeden nevi, Zze bude rozhovor nahravan.

Je dulezité si byt védom toho, Zze nékteré staty pozaduji, aby byly obé
strany obeznameny a souhlasily s nahravanim rozhovoru. Pokud nahravate
telefonni rozhovor a jeden uc€astnik hovoru je mimo stat, mize timto dojit k

poruseni zakona daného statu.

Muj partner/ka mi dal/a heslo k jejimu emailu jiz dfive k vyhledani

elektronického uctu. Mohu ho pouzivat, abych vidél, co se déje, i kdyz uz

spolu nejsme?

Otazkou je, zda se vas partner/ka vzdal/a prava na své soukromi
emailového uctu, ke kterému jste dostali heslo. Za naruseni soukromi povazuje
ECPA nejen neopravnény vstup k uctu, ale také pristup k ulozené komunikaci v

pocitaCi s mimoradnym opravnénim vlastnika uctu.

V praxi to znamena, Ze pokud vam bylo heslo dano za ur€itym ucelem,
nesmi byt pouZito pro jiné ucely. Pokud se tak stane, hrozi vam finan¢ni postih

a pfipadné i trestni stihani.

Smim cgist partnerovi/partnerky emaily?

Odpovéd na otazku zavisi na mnoha vedlejSich faktorech. Za prvé, jak
nalozite s informacemi? Pokud se jednalo o neumysiné zachyceni informaci,
smite s nimi nalozit jakoukoli cestou. ECPA pouze zakazuje umysiné zachyceni

nebo nepovoleny pfistup k elektronické komunikaci. Pokud dojde k zaslani

10



zpravy omylem, pak je mozné obsah pouZzit v jakékoliv situaci podle toho, co
uznate za vhodné. Nicméné heslo je pozadovano k pfistupu k vétsiné
emailovych  programd. Pokud ziskate neopravnéné heslo své/ho

partnerky/partnera, bude se jednat o nezakonné ziskani zprav.

SpiSe je mozné ziskat komunikaci, ktera je ulozena v paméti pocitaCe
nezli ta kterou zachytime kdyz probiha, v tom pfipadé ziskané informace
smime pouzit. Nejdulezitéjsi je, ze tyto informace mohou byt pouzité jako dikaz

pfi rozvodu a mohou byt odhaleny ostatnim.

AvSak i pfi takovém pocinani mlzete byt vystaven trestnimu stihani
nebo obvinén z trestného Cinu, proto byste si méli tuto skuteCnost uvédomit.
Bez ohledu na vasi osobni situaci mizete byt trestné stihani, pokud dojde

k specifickému Setfeni zakonem ECPA.

Jaké jsou postihy za poruseni zakona o soukromé elektronické

komunikaci?

Je zde obCansky a trestni postih za poruSeni zakona ECPA. Hrozi také

finan¢ni odSkodnéni, pokud budete uznan vinnym z poruseni tohoto zakona.

PoSkozenému, ktery se stal obéti tajného odposlouchavani mize soud
pfiznat odSkodnéni. Zpusob vypocltu vySe odSkodnéni zohlednuje kazdy den,
kdy je pokracovano v odposlouchavani, ¢imz je poruSovan zakon, tak se vyse
Castky odskodnéni zvySuje. Navic vam soud muze ulozit zaplatit poplatky za

advokata druhé strany, které mohou byt vySSi nez samotna vySe odSkodnéni.

Soud muze také dodatecné ulozit represivni nahradu Skody, pfedevsim
pokud je poruSovani umysiné. Na zavér soud mulze ulozit trest odnéti svobody

nepfesahujici dobu péti let za poruseni zakona ECPA.

V dodatku federalniho zakonu je také statni zakon zohlednujici vasi
schopnost provozovat elektronicky odposlech. Jde o zakon severni Karoliny,
Cast 15A-287, ktery stiha umysIiné zadrzovani, uzivani nebo zvefejiovani

obsahu vesSkeré telefonni, ustni nebo elektronické komunikace bez souhlasu

11



nejméné jedné strany komunikace. Coz je oznaCovano jako zloCin tfidy H,

druhy nejméné zavazny trestny ¢in (odnéti svobody od 4 do 25 mésicu).

Pokud uvedeny postih neni dost pfisny, mize pak byt postupovano v
souladu s obecnym zakonem severni Karoliny, a to podle “Naruseni soukromi®,

kdy muze byt opét vystaveno stejné ekonomické odskodnéni.

S takto nejasnou zakonnou oblasti, jak mohu védét, co je dovoleno a co

ne?

Zakon o soukromé elektronické komunikaci je nechvalné znamy prave
pro nedostatek srozumitelnosti. To je doloZzeno absenci nejednotnych vykladu
tohoto zakona u rlznych federalnich soudu. Pokud si kladete otazku, zda jste
se dopustil poruSeni zakona ECPA, existuji zakladni smérnice k zapamatovani

v pfipadé nejednotnych vyklada.

Prvni a nanejvyS hlavni pravidlo zakladu tohoto zakona je pojem
“Opodstatnéni oCekavani soukromi“. Opodstatnéni oCekavani soukromi musi
doprovazet komunikaci, pak miaze nastat poruSeni zakonu ECPA. Ve vétSiné
pfipadl neni tézké predstavit si, které komunikace zahrnujici ocekavani

soukromi existuiji.

Napfiklad je jasné Ze rozumny Clovék ma pravo oCekavat, ze jeho nebo
jeji telefonni hovory jsou soukromé. A ze uvédomély Clovék nebude povazovat
zpravy umisténé na vyvésnich tabulich okresnich soudnich budov za
soukromé. Tento princip muze byt rozSifen v kazdém typu elektronické

komunikace.

VétSina lidi povazuje emaily za soukromé. Systém pro pristup
k takovymto zpravam vyzaduje heslo, coz je dobrd znamka ocCekavani
soukromi. Ackoliv spole¢ny email, kde manzelka sdili sluzby a kde oba znaji

heslo, pravdépodobné nebude povazovan za soukromy.

DalSi Seda zbéna aplikovani tohoto zakona se zabyva chatovaci
mistnosti. Nicméné fakt, Zze pfistup je omezen pouze na ty, ktefi jsou

zaregistrovani, neznamena, ze jsou diskuze opodstatnéné ocekavané jako

12



soukromé. Na druhé strané nékteré chatovaci mistnosti jsou soukromé a

pfistup maji jen ti, ktefi znaji heslo.

Mam obavy z toho, co muj partner/ka fika détem, kdyz si spolu povidaji

pres telefon. Smim nahravat jejich rozhovor?

Odvolaci soud Sestého okrsku (kdy odvolaci soud neni fizeny severni
Karolinou) shledal, Zze rodi¢e mohou svolit k nahravani konverzace svych déti.
Soud pozaduje, aby souhlas rodi¢u za dité byl ¢inén v dobré vife, na zakladé

objektivniho opodstatnéni, a Ze je to nezbytné pro blaho ditéte.

AC neni v plsobeni odvolaciho soudu pro &tvrty okrsek, ktery zahrnuje
severni Karolinu, stejné pravidlo, zde je nahravani takové konverzace za
pouziti zafizeni poruSenim zakona ECPA. Coz je pfimo obsazeno v zakonu
ECPA.

Nahravani telefonni konverzace ditéte s druhym rodiCem je také
povazovano za poruseni statniho kriminalniho zakona severni Karoliny (G.S.
15A-287). Presto neni nelegalni pouzit dalSi telefon v domé pfi mimofadnych
obchodnich postupech a poslouchat konverzaci. Tato situace je oznacena jako
vyjimka “rozSifeny hovor v zakoné ECPA. Coz je zalozené na principu, Ze neni
ilegalni odposlouchavat konverzaci, kterou jinak slySi normalné. Jedna se o
sporné nazory federalnich soudl v otdzce posouzeni, které konverzace smi byt
nahrany. Pocinat si tak, je pak na vlastni nebezpeci a mize vést ke stihani za

poruseni zakona ECPA.

Pokud jsem nahral telefonni rozhovor partnera/ky nelegalné, co mohu

délat s informacemi, které jsem ziskal?

Zde se jedna o rozdil mezi zachycenim a pfistupnym ukladanim
elektronické komunikace. Pokud umistite odposlech na telefon, nebo si
najmete profesionala k ziskani pfistupu do pocitaCe partnera/ky za ucelem
sledovani jeji konverzaéni mistnosti, jedna se zcela jist¢ o zachycovani.

Nékteré soudy definuji zachyceni s umyslem ziskat komunikaci jako pfenos.

13



Pokud takto zachytite zpravu, nemuzete ji v zadném pfipadé pouzit.
Nesmite sdilet jeji obsah s nikym jinym, dokonce ji ani parafrazovat. Nemuzete
to pouzit ani jako dukaz pfi rozvodu. Kazdy pfipad odhaleni informaci jiné
osob& muze byt teoreticky povazovan za narok na odskodnéni &i sméfovat k
trestni odpovédnosti. Jeden federalni soud shledal jako poruSeni zakona i

osoby, ktefi takovou nelegalné nahranou konverzaci poslouchali.

Jak se mohu chranit pred nezadoucim vniknutim do mého elektronického

soukromi?

Prostfednictvim internetu je mozné snadno sledovat soukromé osoby,
zejména zadat je o vydani penéz a nutit je k tomu, aby tak ucinili. Lze vSak
zamezit tomu, aby jedinci bez technickych znalosti pronikli do vaseho pocitace

a to pomoci kladenych prekazek.

Takovy krok zahrnuje instalaci ochrany pocitaCe, to jest ochranu heslem
a zakodovani systému. Ochrana pocitaCe pomaha predchazet nechténému

vniknuti do pocCitace a nezadoucim formam prohledavani internetu.

Ochrana heslem je mozna u vSech emailovych programul. Zakoédovani
systému je efektivni metoda zasilani a skladovani zprav ve formatu, ktery je

necitelny pro vSechny, ktefi nemaiji desifrovaci program.

Méli byste védét, Ze pokud jste obéti poruseni zakona ECPA, mate pravo
na legalni pomoc. Muzete podat Zalobu k soudu a domahat se tak zastaveni
naruseni soukromi s ohledem na souCasné poskozeni a zadat odSkodné s
represivni funkci a poplatky za advokata. Je nezbytné podat navrh na trestni
stihani do dvou let od doby, kdy jste zjistili, Ze doSlo k naruSeni soukromi a tim

poruseni zakona ECPA.

Ostatni soudni spory, k nimz mize dojit, jsou trestné a ob&anskopravné

stihané jako naruseni soukromi v souladu se zakonem Severni Karoliny.
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3.1.1 Glossary

The Electronic Communications Privacy Act

wiretapping
cellular telephones

voiceover |IP

Interception

Storage

private face-to-face conversations

case-by-case basis

the surrounding circumstances
take into account

Attorney

be considered in violation
permissible

out-of-state

intrusion

the unauthorized access
criminal consequences
unintentional

improperly

be aware

criminal charges

lawsuit

the damages

higher amount of damages
pay the attorneys’ fees
punitive damages
malicious

imprisonment

Zakon o ochrané
elektronické komunikace
odposlouchavani

mobilni telefon

pfenos hlasu prostfednictvim
internetu

umysiné zachyceni komunikace
v pocitadi

ulozena komunikace v pocitaci
soukroma konverzace mezi
dvéma lidmi

na zakladé pfipadu

pfipadné okolnosti

brat v potaz

advokat

byt podezfely z poruseni
pfipustné

mimo stat

naruSeni (napf. Soukromi)
nepovoleny pfistup
kriminalni nasledky
neumysiné
nespravné/nevhodné

byt si védom

obvinéni z trestného Cinu
soudni spor

odskodnéni

vySe odskodnéni

platba poplatkl za advokata
odskodné s represivni funkci
zlomysiné

odnéti svobody
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Justifiable expectation of privacy
Bulletin board

prohibition

Password protection

Encryption software

“decrypting” software

willful

room discussion

criminal culpability

Firewalls

cordless

Opravnéné ocekavani soukromi
Vyvésni tabule

zakaz

ochrana heslem

kédovaci program

desifrovaci program

umysiné

konverzacni mistnost

trestni zavinéni

ochrana pocitaCe pred viry

bezdratovy
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3.2 Pouzivani elektronické komunikace, ochrana soukromi

Lékarl a ostatnich poskytovatell zdravotni péCe se také tyka zména
komunikacniho prostfedi, které zahrnuje vSe od emailovych upozornéni
napomocnych k fizeni medikace, kartotéky pacientl povolujicich pfistup k
osobnim informacim pacientll a elektronické konverzace mezi pacienty a
lékarskym personalem vc€etné pfenosnych zafizeni, ktera dodavaji okamzité

vysledky z nabytych a vlozenych informaci.

Technologie méni jak komunikaci mezi Iékafem a pacientem, tak kontakt
mezi |ékafi a ostatnimi poskytovateli zdravotni péce. Tento zplusob komunikace
umoznuje zajistit kvalitnéjSi péci o pacienta. Ale |ékafi by méli uzivani téchto
snadnych digitalnich vyhod zvazit a promyslet, jak nejlépe komunikovat s

pacienty aniz by porusili Iékarské tajemstvi Ci jejich soukromi.

Jsou zde tfi hlavni digitalni komunikaéni postupy, které jsou lékafim
dostupné: email a psani textovych zpray, internetové a poradenské portaly a
programy socialnich medii. Tyto metody jsou pfistupné z mnoha zafizeni a
mobilnich pomlcek, jako jsou smartphony a tablety, které jsou nyni na

vzestupu.

Zatimco |ékafi si jsou dobfe védomi jejich hlavnich povinnosti chranit
informace o soukromi pacienta, tak si musi byt védomi znaénych rizik spjatych
s uzivanim téchto elektronickych programui. Rizika souvisejici s kazdou
komunikaéni metodou nejsou stejna a lékafi, pacienti a ostatni poskytovatelé

zdravotni péCe by méli byt obeznameni s omezenimi kazdého programu.

Komunikace pires email a textové zpravy

Jak bezpecné jsou emaily nebo textové zpravy? Jsou systémy rovny
s rovhym (komunikace mezi klientem a klientem, ne klient a server, hovofime s
realnou osobou) lepSim feSenim? | prfes pohodli emailu a textovych zprav
nejsou Casto tyto metody elektronické komunikace ani pfinejmensim bezpecné
Ci soukromé. Na chvili si pfedstavte, Ze pouzivate email k poslani osobni
Iékafské zpravy pacientovi — a mate Spatnou adresu. Nebo hdfe — email se

nevrati zpét, ale dorazi pfimo do emailové schranky jiného adresata. Riziko
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zadrzeni nebo chyby v posilani emailu &i textové zpravy maze byt znacné.
Ztéchto dUvodu néktefi Iékafi poukazuji na vyhybani se pouzivani
nekédovanych emailt Ci textovych zprav pro komunikaci osobnich zdravotnich
informaci. Kromé toho i pfes zfeknuti se odpovédnosti ve spodni Casti
nékterych emailll jsou Iékafi stale zodpovédni za ochranu zdravotnich informaci

0 pacientovi.

Technologicky pokrok pobizi mnoho lékafli a poskytovatell zdravotni
péCe ke komunikaci skrze mobilni zafizeni. Kanadska I|ékafska asociace
nedavno zjistila, ze uziti mobilnich telefonu, jako jsou chytré telefony, muze
ZlepSit komunikaci a pfispét profesionalnim Iékaflim k ziskani hledané
informace. Nicméné uzivani mobilnich zafizeni zvySuje riziko naruSeni
soukromi. Nebezpe€i mlze nastat, pokud se pouziva mobilni zafizeni ve
vefejnych prostorech, kde kdokoliv mize tento rozhovor odposlouchavat. Dale
muze dojit ke ztraté €i odcizeni mobilniho zafizeni. Nedostatek bezpecnostnich

prvkl umozniuje zneuziti zprav z mobilnich zafizeni.

Lékafi maji povinnost divérné udrzovat informace o stavu jejich pacienta
a dodrzovat soukroma nafizeni. Zakladni pozadavky soukromé legislativy jsou
zajisténi soukromi zdravotnich informaci pacienta za pomoci takzvanych
dozorcl, ktefi maji pod kontrolou a chrani tyto citlivé informace. Interni
smérnice schvaluji pouzivani koédovacich softwart k ochrané elektronickych
zprav, coz je za téchto okolnosti opodstatnéné opatfeni. Je zde mnoho
podnikovych FeSeni, ktera mohou zajistit koédovani v€etné internetovych
poraden. Stejné tak je zde narlGst poltu kodovacich aplikaci pro uzivani

osobnich zafizeni jako jsou smartphony.

Lékari, ktefi uvazuji o pouzivani nezabezpefenych nebo nekdédovanych
emaill ¢i textovych zprav, by tak méli Cinit pouze tehdy, pokud informace
nezahrnuji rozpoznatelné osobni zdravotni informace. Napfiklad emaily by mély
byt pouzity pro zadost a potvrzeni souhlasu schiizky s pacientem. Lékafi, ktefi
chtéji omezit pouzivani nekédovanych emaill a textovych zprav, by méli
informovat pacienty, jakym zpusobem budou tyto zpravy pouzivany, jaky typ
informaci bude posilan a jak budou tyto emaily i textové zpravy zpracovany.

Pacienti by méli byt také informovani, jaka rizika nese uZivani emaill a
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textovych zprav. Jejich souhlas a to, Ze byli seznameni s uzivanim této
elektronické komunikace by mél byt zaznamenan v zapisu. S ohledem na
mozna rizika by tedy méli Iékafi uvazovat o pouzivani pisemného formulare k

doloZeni souhlasu pacienta s pouzivanim emailové komunikace.

Portal pacientu - Aktivni cesta k obousmérné komunikaci

Od roku 1992 byly portaly pacientl pouzivany omezenym zplUsobem
Cleny zdravotni praxe. V nedavné dobé se tyto portaly rozvinuly v interaktivni
kanaly, které mohou vyrazné zlepSit komunikaci mezi |ékafi a pacienty, coz

napomaha jak stanovit jejich diagnézu, tak i jejich 1é€bu.

Existuje nékolik komunikaCnich moznosti na zakladé internetovych
portall. Portaly mohou ukladat pacientav profil a Iékafské zdznamy zahrnujici
informace o pacientovi, upozornéni a pfipominky vztahujici se k receptim a
predepsanym lékim, efektivni rezervace schuzek, v€éetné moznosti rychlych

prehledl vysledku laboratofe a nasledné zpravy pacientovi.

Vzrista pocet lékara, ktefi naSli zalibu v pouzivani soukromych a
davérnych portalu. Lékafi vyuzivajici tyto portaly pacientll by méli byt jasné
upozornéni, jak by mélo byt toto médium pouzito ke zlepSeni ochrany péce o
osobni zdravotni informace. Nékteré funkce portalu se mohou zdat neSkodné,
presto by mély byt stale duvérné, jako stahovani dokumentl( informacnich

materialt pacienta, které poskytuji informace o zdravi jednotlivce.

Portaly pacienti by mély byt zabezpeéené a pfistupné pouze povérenym
osobam. V nékterych pfipadech muze byt poZzadovana identifikace pacienta a
udéleny souhlas k pfistupu ostatnich, napfiklad ¢&lenim rodiny. Vybrany
program musi byt opatfen odpovidajicim bezpecnostnim systémem k ochrané
informaci o pacientovi a soukromé internetové komunikaci, také musi odpovidat
pfislusné legislativé o ochrané soukromi. Napfiklad nedavno bylo
zaznamenano informaénim a soukromym zastupitelem Ontaria, Ze pouzivani
virtualni soukromé sité je vhodna metoda, jak zajistit ochranu osobnich

zdravotnich informaci.
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Uzivani portald pacientl muoze zvysSit komplikované technické a
bezpecCnostni problémy. Lékafi a instituce by méli usilovat o vhodné feSeni.
Zatimco portaly mohou dodat pacientim v€asné informace a povzbudit je
v tom, aby se stali aktivni soucasti jejich viastni péCe o zdravi, a to jak budou
portaly uzivany pro internetovou komunikaci, by mélo byt pfedem jasné.
Pacienti musi byt obeznameni s tim, ze portaly by nemély byt nikdy pouzivany
pro naléhaveé zpravy Ci neodkladné zdravotni problémy. Lékafi by méli vysvétlit,
které informace jsou pfistupné a sdilené skrze portal. Tak jako by si méli I1ékafi
uvédomit a vysvétlit, Ze ne vSechny informace mohou byt sdilené pfes internet
a Zze mohou byt pozadovany osobni konzultace, aby se vyhnuli nespravné

interpretaci diagnézy nebo prodiskutovali potfebnou naslednou lécbu.

Lékafi by méli s pacienty probrat uzivani portalu a rozhovor by mél byt
zaznamenan do karty pacienta. Zadost o souhlas by méla byt v souladu
s uzivanim portalu se souhlasem pacienta k jeho pouzivani na konkrétni ucely.
Také dohoda o dobé uzivani by méla byt pfednostné opatfena pacientovym
zvolenym heslem a pfistupem do portalu. Tyto dohody popisuji platnost a

podminky, za kterych smi pacient portal uzivat.

Socialni média

Jako hlavni prioritu by méli Iékafi mit dodrzovani miCenlivosti o soukromi
pacienta, pokud pouzivaji socialni sité jako tfeba Facebook, Youtube, LinkedIn
nebo Twitter. Tyto sit€ mohou byt hodnotnym zdrojem pro sdileni informaci za
uCelem zdravotni a vzdélavaci propagace. Maji v umyslu zavést vefejnou
komunikaci, ale nenarusit soukromou konverzaci. AvSak Iékafi nesmi probirat
pacientlv zdravotni stav pfes socialni média. AC se nékteré tyto sité mohou
jevit jako pfimé soukromé komunikace, kvuli pasobeni konverzaénich funkci na
obsah zprav se stavaji nechranénymi a verejné pfistupnymi. Navzdory pfisnym
nastavenim soukromi, sdilené informace na socialnich mediich jsou

povazovany za vefejné...navzdy.

Kanadska asociace ochrany zdravotnictvi byla pozadana, aby se
podilela na poruSovani soukromi pfi pouzivani socialnich siti. Lékafi, ktefi

pouzivaji socialni sité v jejich soukromém zivoté, by méli byt také opatrni, aby
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nevédomky nevyzradili informace, které mohou narusit soukromé nafizeni.
Napriklad si pfedstavte osobu hovofici se svym pfitelem o vzruSujici operaci,
které byla soucasti. V dychtivé snaze udélat pfibéh realnéjSim pak zverejni
fotku pofizenou chytrym telefonem. Fotka je zajiSténa a v mnoha pfipadech ji
nelze identifikovat — je zde ale vroubek a tim je identifikovatelné tetovani.
Kromé par vyjimek je pofizeni fotky pacienta bez jeho svoleni trestné. To muze

vést k vaznému naruseni soukromi.

Lékafi by méli kontrolovat vSechny smérnice vydané zdravotnimi
regulacnimi organy zaméfené na pouzivani socialnich médii. Nékteré fakulty
poskytuji detailni smérnice zaméfené na sdileni informaci na blogach,

diskuznich férech a profesnich strankach.

Pamatujte, Ze programy socialnich medii jsou vefejné kanaly a mohou

byt povaZovany za ekvivalent pro pfedni stranky jakychkoliv dennich novinek.

Snizovani rizika pri elektronické komunikaci

Lékafi, ktefi komunikuji pomoci emailu, zpravy, socialnich meédii Ci
internetovych portall, by méli dbat na to, Ze se maji fidit stejnymi zakonnymi a
profesnimi normami, které jsou aplikovatelné i v ostatnim profesnim prostiedi

(jako nemocnice, rodinny lékar nebo polikliniky)

Z tohoto davodu si musi byt Iékafi védomi nasledkl a dodrzovat zakon o
soukromi pfi pouzivani nové technologie ke komunikaci s pacienty, ktery se
vztahuje kjejich praxi a jurisdikci stejné tak, jako jakékoliv jiné pozadavky

Z jejich univerzity.

Svétova technologie a komunikace mezi |ékafi a pacienty se neustale
vyviji. Prioritou by méla byt bezpeCnostni méfitka a postupy, které by snizily
narusovani soukromi. Sem patfi soukromé nastaveni a pouzivani odpovidajici
ochrany a snaha se vyvarovat komunikaci o osobnich zdravotnich informacich.
Samoziejmosti by mél byt ziskany a zdokumentovany souhlas pouceného
pacienta k elektronické komunikaci, bud formou zaznamu v karté pacienta
nebo podepsanym formulafem & dohodou o dobé pouzivani elektronické

komunikace. Lékafi by méli drzet krok s vyvojem a informovat se o soukromych
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a bezpecnostnich tématech zaméfenych na jejich jurisdikéni a praktické

prostredi.
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3.2.1 Glossary

healthcare providers
email alerts
Econversations

peer-to-peer systems

recipient's mailbox

Smartphone

privacy breaches

The lack of security features

patient portals
Tablet

unencrypted email

the risk of privacy breaches
encryption application
patient's consent

acknowledge the associated risk

two-way communication

medical records
security system
virtual private network
shared online

sharing information

publicly accessible

poskytovatelé zdravotni péce
emailova upozornéni
elektronicka konverzace
pocitaCova sit, ve které spolu
komunikuji jednotlivy klienti
emailova schranka adresata
smartphone “chytry telefon, to
znamena, ze telefon vyuziva
pokrocily mobilni operacCni
systém

naruseni soukromi
nedostatek ochranného
zabezpeceni

portal pacientu

tablet nebo-li pfenosny pocitac
ve tvaru desky s integrovanou
dotykovou obrazovkou
nesifrovany email

riziko naruseni soukromi
kédovaci aplikace

souhlas pacienta

byt obeznamen s pfipadnym
rizikem

oboustranna komunikace
(komunikace mezi pacientem a
lékafem)

zdravotni zaznamy
bezpe€nostni systém
virtualni soukroma sit

sdilené pres internet

sdilené informace

verejné pfistupné
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The CMPA

unwittingly divulge information
privacy breaches
discussion forum

Reducing risk in eCommunications

use of appropriate protection and privacy
settings

Portal

Kanadska asociace ochrany
zdravotnictvi

neumysiné prozrazeni informaci
naruseni soukromi

diskuzni fora

snizeni rizika elektronické
komunikace

pouzivani vhodné ochrany

a soukromého nastaveni

internetovy/webovy server
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3.3 Zkvalitni svoji komunikaci za pouziti riznych typu elektronické

komunikace

Okamzité zpravy (tzv. instant messaging- umoznuje psat lidem ze
seznamu, ve kterém vidime, kdo je pfipojeny a poslat jim tedy okamzitou
zpravu, viz Facebook messenger), socialni internetové stranky, textové zpravy,
hlasové zpravy (hlasové schranky) a emaily jsou pfikladem nékolika typU
elektronické komunikace. Neni pochyb o tom, Ze elektronicka komunikace
zmeénila zpUsob, jakym spolu lidé komunikuji a spolupracuji s ostatnimi. Pokud
je elektronicka komunikace uzivana efektivné, muiazeme prekonat vSechny
komunikacéni pfekazky, at' uz to délate za obchodnimi Ci jinymi osobnimi ucely.
Diky elektronické komunikaci je velmi snadné udrzet kontakt s celym svétem.
NiZze uvedené typy elektronické komunikace spolu s vyctem jejich silnych a
slabych stranek vam pomohou vybrat si pro sebe ten nejlepsi styl elektronické

komunikace.
Email

E-mail neboli elektronickd posta je jedna z nejoblibenéjSich a
nejuzivangjSich metod elektronické komunikace. Jedna se o strojové zpravy,
které mohou byt okamzité poslany. Pro posilani zprav, dulezitych dokumentu,
medialnich slozek, tabulkovych procesoru, obrazk a spousty dalSich véci na
ucet nékoho jiného je nezbytné zaloZit si e-mailovy ucet. Jednoduché uzivani
emailu spolu s dalSimi vyhodami vedlo k tomu, Zze email nahradil nékolik dfive
bézné pouzivanych forem komunikace. Nastal prudky pokles poctu odesilanych
dopisu postou. V dnesni dobé lidé upfednosthuji posilani emaild, je to vhodna a

spolehliva metoda komunikace.

Zde jsou dalSi vyhody, které email nabizi. Mezi né patfi, ze je zcela
zdarma, ma jednoduché ovladani, snadno se pouziva a patfi mezi priority v
komunikaci. Zpravy jsou poslany béhem mrknuti oka a pfipojeni je také velmi

rychlé. Velké plus v pouzivani emailu Ci jiné elektronické komunikace je v tom,

vvvvv
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Pfimé zpravy

Pfimé zpravy umoznuji oboustrannou konverzaci s lidmi, ktefi jsou od
nas na mile daleko. PokrocCila pocitacova technologie a oblibenost pouzivani
internetu nam umozZznuje pouZivat pfimé zpravy a komunikovat tak s lidmi, ktefi
se nachazeji daleko od nas bez jakychkoli obtizi. S pomoci pfimych zprav jako
jsou zpravy v pfimém pfenosu Windows, Skype messenger a konverzace skrze
Gmail, pfimé zpravy AOL (AOL=America online, poskytovatel internetovych
sluzeb) muzeme okamzité posilat zpravy & komunikovat s naSimi pfrateli,
pfibuznymi a znamymi zcela zdarma. Posilani pfimych zprav ma na rozdil od
emailu i dalsi vyhody. Hlavné jsou zpravy i odpovédi posilany v realném cCase. |
tak ale musite neustale kontrolovat a nestahovat pfilohy od neznamych lidi.
VétSinou neobsahuji nic kromé viru, ktery muze znicit praci ve vasem pocitaci a

zpusobit mnoho starosti.
Videohovor

Vyvoj webovych kamer dodal elektronické komunikaci hybnost.
S pomoci videokamer a video konverzacnich aplikaci nejen Ze komunikujete
s osobou, ale muzete také vidét, s kym hovofite. Webové kamery jsou
pfipojené jako vnéjSi zafizeni pocitaCe. K umoznéni video konverzace muzete
pouzit externi programy jako Gmail, Skype nebo pfimou video konverzaci
Windows. Pojdme probrat vyhody videohovorl. Prvni zfejma vyhoda je, ze
muzete kohokoliv kdykoliv zachytit bez ohledu na ¢as. Mezi dalSi vyhody video
hovor( patfi, Ze pouzivaji internet, takze neutratite zadné penize. Mohou byt
také pouzity pro zvlastni obchodni konference, kdy se da hovofit s vice nez
jednim ¢lovékem ve stejnou dobu. Navic pokud poradate takovéto konference
za obchodnim ucelem, muzZete sdilet obchodni dokumenty i online prezentace

skrze internet.
Verejné blogy

Blogy jsou vsouCasné dobé jedny z nejpreferovanéjSich zpusobu
oteviené komunikace. Blogovani je druh internetového deniku, ktery napomaha

sdilet lidské mySlenky a byt v kontaktu s prateli a rodinou. Blogy jsou
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aktualizovany nékolikrat denné a poskytuji detaily ze zivota bloggeri. Blogy
mohou pojednavat i o urlitém tématu ¢i segmentu. Do téchto blogl, skrz néz
sleduji a sdileji nejnovéjSi informace, dokonce pfidavaji i své komentare.
Pouzivani blogu je velmi pohodiné, coz je divodem, pro€ je lidé pouzivaji tak
Casto. Navic, pokud je blog vefejné pfistupny, maji k nému lidé po celém svété

pfistup a mohou ho sledovat a Cist.
Socialni sité

Socialni sité umozniuji navazat komunikaci a byt v kontaktu s ostatnimi,
sdilet novinky, sledovat vyvoj v Zivoté ostatnich, sdilet obrazky a posilat zpravy.
Je zde nékolik internetovych socialnich siti jako Facebook, MySpace, Linked In
a Twitter, kde se mohou lidé zaregistrovat, vytvofit si svUj u€et a komunikovat

s podnikateli, rodinou, pfateli, celebritami a ostatnimi.

Socialni internetové stranky nabizi nékolik vyhod, jako je velka Sance
potkat staré pratele, mezi néz patfi oteviena komunikace, program na
zverejhovani novinek, pokladani otazek, sdileni odkazd a myslenek a navic je
to skvély zplsob k propagaci webovych stranek a prezentaci podnikd. Tyto
stranky upoutavaji obrovskou pozornost a to je hlavni duvod, pro¢ jsou
povazovany za skvély obchodni nastroj. V dnesni dobé je mozné mit pfistup
k uctim socialnich siti diky mobilnim telefonm a zuUstat tak v kontaktu

s rodinou a prateli béhem dne.
Slabé stranky elektronické komunikace o kterych byste méli védét

Neni pochyb, Zze pouzivani elektronické komunikace namisto tradiCnich
metod komunikace je obrovskou vyhodou, ale ma i své nedostatky. Nevyhodou
je nedostateCna podpora komunikace. Pokud si povidate tvafi v tvar, mizete
rozeznat zpravu, ktera vam byla sdélena pomoci feCi téla a tonem hlasu.
Napfiklad kdyz se na vas nékdo usméje, muzete ho nebo ji rozeznat podle
hlasu. Na druhou stranu pouzivani pfimych zprav nebo emailu neumozruje
opravu zprav. A to mize vést k mnohym nedorozuménim. Pfi nespravném
pouzivani emailu nemusi email spravné fungovat. Velka mnozstvi emailu jsou

pretizena a mohou se zahltit. Je dllezité dodrzovat pokyny a vyhybat se tak
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pfipadnym problémdm. Pokud mluvime o socialnich sitich, ty se hemzi
podvodniky a dravci. V nékterych pfipadech se stane, Ze internetovi podvodnici
pouzivaji zamérné internet k podvadéni a ovladani nevinnych nezletilych.
Kazdy by si mél procviCit bezpe€nou techniku surfovani po internetu, aby se

vyhnul vySe uvedenym nepfijemnostem.
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3.3.1 Glossary

Instant messaging

keep in touch with the whole world

E-mail

e-mail account

fool-proof method
hassles

be attached
external program

Blogs

Social Network

misinterpretation

Pfimé zpravy, nabizi seznam lidi,
ktefi jsou online na internetu,
takZe vidite které lidi jsou aktivni
na internetu, takze vasi zpravu
dostane okamzité a ihned muze
odpoveédét.

byt v kontaktu s celym svétem
Email je zpUsob elektronické
komunikace, pfes kterou lze
posilat zpravy, obrazky,
dokumenty apod.

emailovy ucet (je nutno si zaloZit
ucet, pak je mozné zpravy
posilat)

spolehliva metoda
nepfijemnosti

byt pfipojeni

externi program

Blogy, jsou stranky, na kterych
lidé sdili informace o sobé,
myslenky, napady. Je to verejny
prostfedek komunikace. Zde se
mohou prodiskutovavat rizna
témata apod.

Socialni sit jako je napfiklad
Facebook. Zde si lidé vytvori
profily a sdileji obrazky,
informace a komunikuji

s ostatnimi lidmi, takze se i
sleduji navzajem a vi co se u
ostatnich déje.

mylny vyklad
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overload
flaw
guidelines

create an account

pretizeni/zahlceni (napf. emailu)
nedostatek
instrukce

vytvofrit ucet
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4 COMMENTARY

The chosen articles are common examples of scientific and journalistic
style. The characteristic features of this style are discussed in the theoretical
part. In the chosen texts both functional styles are featured. The reason for this,
is that the journalistic style is developed from scientific style. These features are
introduce also in the commentary and are accompanied with an examples. After
this part the author of the thesis presents how she proceeded by translation
and describes and solves the problems which have occurred.

As was already mentioned, the first article is from law area related to
electronic communication by eavesdropping and about when you can use the
gained information. So the article wants to inform the public and help them to

gain more information from this area.

The second text is about electronic communication in health service,
communication between physicians and patients through the Internet. The last

one tries to inform public about types of electronic communication.

All the texts contain impersonal structure and passive voice that helps to

express the objectivity.
Example:

For example, emails may be used to request and confirm appointments

with the patient's consent.(Appendix 10.2,p. 52)

Since the ECPA was enacted, it has also been updated to reflect new
technology.(Appendix 10.1,p. 45)

Moreover, messages are sent within a blink of the eye and the
connection is also quite fast.(Appendix 10.3,p. 56)

Under the North Carolina statute, it is permissible to record a phone
conversation if one of the parties to the communication is aware of, and has
consented to, the recording. (Appendix 10.1, p. 46)

These days, it is possible to access social networking website
accounts through mobile phones and stay connected with family and friends
throughout the day.(Appendix 10.3,p. 58)
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Structures of sentences are comprehensible and logical. In the texts
there are a lot of compound and complex sentences. The relationship between
sentences is expressed by the conjunctions, linking words and tying formulas.
For example: therefore, however, in addition, again, moreover or but, and,

therefore. All of them help to clearly and intelligible understanding of the texts.

Example:

Therefore, if a message is sent to you in error, you may use the
contents in any manner that you see fit. (Appendix 10.1, p.47)

In addition to the federal law, there are also state laws affecting your
ability to engage in electronic eavesdropping.(Appendix10.1,p. 48)

Moreover, despite the typical disclaimer seen at the bottom of some
emails, a physician remains responsible for protecting patient health

information.(Appendix 10.2,p.52)

If we talk about Thema and Rhema, which means that Thema brings the
information that we know and Rhema is the new one. In Scientific style is
Rhema often used at the end of a sentence and repeated at the beginning in

following sentence to point out the occurrence of the text.

Example:

There are multiple communication functions of web-based portals.
Portals can house patient profiles and medical records, contain patient
education documents, generate alerts and reminders related to prescriptions
and medication management, allow for efficient booking of appointments, as
well as enable quick review of lab reports and follow-up messages to patients.
(Appendix 10.2,p. 53)

Another gray area in applying this law concerns chat rooms. Many chat

rooms are restricted to those who register for the service.(Appendix 10.1,p. 49)

A density is another feature of scientific style which is characterized by
briefly manner of expressing. This is the reason why are in the texts plenty of

Infinitive construction, Gerund forms and participial binding.
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Example:

On the other hand, it is illegal to record telephone calls between your
spouse and a third party if neither party knows that the conversation is being
recorded. (Appendix 10.1,p. 46)

Imagine, for a moment, using standard email software to send personal
medical information to a patient-and getting the email address wrong.
(Appendix 10.2,p. 51)

»USING is here not a Noun but a gerund and servers as a subject of the
sentence.

Each text contains lots of words which are repeated, This is because
sometimes they do not have a better synonym or it is better just to repeat them
because it can prevent misunderstanding. The most common words are, e-
mail, recording, account, communication, devices, password, chat or electronic.

The texts contain also the contractions and conversions. There are a
plenty of Nouns which deputize Subject and Object in the sentences in
Appendixes 10.2. and 10.3., so there are not so many pronouns used for this
purpose. But the Appendix 10.1. is rich of using pronouns: you and it. And this
text also contains a question and these are promptly answered, because this
text wants to inform the public about using gained information from emails,
telephone and others, when is it legal and when not. This features try to make

a contact with a reader.
Example:

If your spouse has routinely given you his or her email account
passwords and allowed you to use them, he or she has authorized you to find

what you will. (Appendix 10.1, p.46)

Use of modal verbs is also a typical feature for this style. One of the

most used modal verb is the word “may”, “can” and “should”. Of course there

are representatives of other modal verbs, but these are the most used.
Example:

However, you should be aware that by doing so, you may be exposing
yourself to a lawsuit or criminal charges.(Appendix 10.1,p. 47)
However, a reasonable person would not consider a message placed on

a bulletin board in the county courthouse to be private. (Appendix 10.1, p.49)
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Further, mobile devices can be lost or stolen. (Appendix 10.2,p. 52)

As we can see all of these features are helpful for reading

comprehension and significant for creating correct translation.

There is a lot of borrowed terminology from electronic communication,
because it was better to express these type of words with the same expression.
So it could be considered an international expression. They are used in both
the Czech and English languages. For example: E-mail, Skype, Facebook,

Smartphone, online, blog.

Example:

E-mail or electronic mail is one of the most preferred and most used form
of electronic communication. (Appendix 10.3, p.56)

» This sentence was translated with translation technique Borrowing.

E-mail neboli elektronicka posta je jedna z nejoblibenéjsi a nejuzivanéjsi
metody elektronické komunikace.

These texts contain some abbreviation, for example: AOL Instant
messenger, ECPA or CMPA. All of them were explained sometimes as
additional information, in the brackets or were described in the glossary. Then it

was practical to use only abbreviations in the rest of the text, because they

were already explicated.
Example:

Je nezbytné podat navrh na trestni stihani do dvou let od doby, kdy jste
zjistili, Ze doSlo k  naruSeni soukromi a tim poruSeni zakona ECPA.
(Appendix 3.1,p. 14)

Because one of the texts is related to electronic communication from the
law area, the author of the bachelor thesis had some problems with a
translation of the terminology from law area. So the author of Bachelor’s Thesis
has to consult the special terminology with a professional. With his help it was
possible to determine the right meaning.

Example:

A court may also impose additional, punitive damages if the violation is

especially malicious. (Appendix 10.1, p. 48)
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»Target translation by author:
Soud muzZe také dodatecné uloZit represivni nahradu Skody,

pfedevsim pokud je porusovani umysiné.

Some terms have no equivalence in the target language so there was

necessary to add some additional explanation.
Example:

Instant messaging » This term was translated with additional

explanation in glossary

Peer-to-peer-this terms needs to be explained also as the explanation in
both Glossary and in the brackets, because the literally terms rovny s rovnym
could be confusing and obscure. So this was the best choice from the author
point of view.

Another difficult term was voiceover IP. Without the help of professional
and internet source could be the translation it almost impossible. The only
option how to translate it was longer additional explanation, after that was the
comprehension kept.

»V roce 1968 si legislativa neuméla predstavit pouzZivani takovych
zplsobl komunikace, jako jsou elektronické zpravy, internetové komunikacni
mistnosti, textové zpravy, mobilni telefony, internetové vyvésni tabule nebo
takzvany voiceover IP(Internet Protocol), coz je technologie, ktera nam
umozriuje prenos digitalizovaného hlasu v téle paketu rodiny protokolu
UDP/TCP/IP prostrednictvim pocitacové sité nebo jiného média, ktery
splnuje podminky protokolu IP. (Appendix 3.1,p. 8)

Blog, portal-these terms are nowadays used in Czech too, but for better
understanding they are also explained in the glossary. And as was mentioned
above there are other words, which do not have to be explained and they were
only transcript, because they are frequently used in Czech such as Skype,

Chat, Facebook, Messenger, Email, YouTube, Twitter.

The readers do not need a high technical knowledge to understand the

texts. The aim of texts is to inform the readers on professional level and clearly
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and intelligible introduce to the public the types of electronic communications
and their threats by using this communication. In the texts dominate the

multiple sentences.

However the technical terminology was not the only problem. There were
certain difficulties with the analysis of the structure and understanding of the
phrases from the original texts. First of all, these phrases has to be defined in
English language. It was important to understand them correctly, sometimes
was better to rewrote them, but of course without changing the meaning,
because literal translation would not work. Then it was possible, to translate

them into target language.

Example:

The courts will decide this issue of consent on a case-by-case basis,

and it is not necessary for consent to be explicit. (Appendix 1, p.46)
»The author translated this sentence with a phrase as follows:

Soud pak v kazdé konkrétni situaci pfi rozhodovani pfezkoumava, zda

byl takovy souhlas dan ¢i nikoliv.(Appendix 3.1,p. 9)

In some cases was able to developed the idea of the sentence into the
target language, change the word order or sometimes was better to combine
two sentences into one and that caused more congenial translation. If we
translate it into Czech language, we have wide options how to create the final
translation, because Czech language is really rich in vocabulary. Moreover, was
feasible to add new word in the final translation, not as the additional
information, just for clarification of the ideas. For the author of the thesis was to
most helpful freely translation techniques. And it enhance completely each text,

by translation is more important a result then a form.
Example:

The damages are calculated in a way that each day of continuation of

the violation gives rise to a higher amount of damages.(Appendix 10.1,p. 48)

»This sentence was translated with changing of word order:
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Zpusob vypoctu vySe odSkodnéni zohledriuje kazdy den, kdy je
pokracovano v odposlouchavani, a tim se vyse ¢astky odskodneni zvysuje.
»In this sentence author used not necessary information but from her

point of view very useful information.

This has been categorized as a Class H felony. (Appendix 10.1,p. 48)
Coz je oznacovano jako zlocin tridy H, druhy nejméné zavazny trestny cin

(odnéti svobody od 4 do 25 mésicu).

»Another possibility how to translated the sentences was to combine two

into one.

As if the foregoing penalties are not enough deterrent, you could also be
sued under North  Carolina common law for an “invasion of privacy.” Again,

this could expose you to similar economic damages.(Appendix 10.1,p. 48)

Pokud uvedeny postih neni dost pfisny, mize pak byt postupovano v
souladu s obecnym zakonem severni Karoliny, a to podle “Naruseni soukromi,

kdy mizZe byt opét vystaveno stejné ekonomické odskodnéni.

In the texts some words are often repeated, but as was written above
Czech language offer lots of synonyms, which can be used without changing
the meaning. For example the word reasonable is in the text used twice in row,

so it was better to write once rozumny and in another case uvédomély.

Of course there were parts, where were suitable to leave them out. And
the reason why it is, is that they did not contain crucial information or the

sentence before was apt enough.
Example:

The lack of security features means messages from mobile devices
should be avoided since they are more vulnerable to interception.
(Appendix 10.2,p. 52)
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»Translated as:
Nedostatek bezpecnostnich prvk( umoZriuje zneuZiti zprav z mobilnich

zafizeni.

The mostly used translation technique was freely, but of course there
were sentences which were easy to translate them by word for word, so there

were no need to change anything.
Example:

There is no doubt that there are some huge advantages of using
electronic communication over traditional methods of communication, but it

also has some flaws. (Appendix 10.3,p. 58)
»Translated as:

Neni pochyb, Ze pouZivani elektronické komunikace namisto tradi¢nich

metod komunikace je obrovskou vyhodou, ale ma i své nedostatky.

With the help of science books and internet sources and by one text with
help of the professional was able to make a clear and intelligible final
translation. The author successfully solved all problems by translation. And also

try to reduce the losses in translation to a minimum.
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5 CONCLUSION

The Bachelor’s Thesis deals with the translation of selected texts related
to electronic communication with commentary and glossary. The main goal was
to focus on the terminology used in the texts and create a clear and intelligible
translation.

There are several reasons, why the author chose this topic for the
Bachelor’s Thesis. First was that using electronic communication is the author’s
object of interest for a long time. The technology of this type is still developing
and offers new opportunities and, how to be connected with the surrounding
world. There is a chance to use gained information in practice for own purpose
or future employment. In fact, that electronic communication is popular and
extensively used nowadays, in some cases is even necessary. All these factors
lead to the choosing of this theme.

The Bachelor’'s Thesis is divided into two main parts — theoretical and
practical. Theoretical part is occupied with description of translation and his
translation techniques and procedures. Here is where translation was generally
described. In regards to translation techniques and procedures, these are
analyzed in detail and accompanied with an example. The chosen texts are
written in special functional styles, and they are exactly the scientific and
journalistic style. And that is the reason, why the above mentioned styles are
also described in this part, for example their features. The information gained
from the theoretical part help to translate with completing of translating selected
texts.

The Practical part is focused on translation of selected texts. All three
selected texts are from the Internet sources. Each of them is aimed at different
area related to electronic communication. All texts are accompanied with
commentary and glossary. There is a detailed analysis of translated texts and
problems in with commentary.

Before the translator begins with the translation, it was necessary to
analyze the source text. Firstly, the author had to understand completely to
source texts, after that it was possible to translate them. The next step was
essential to find out: point of the text, which are the main information in the text

and in what type of functional style is the text written. The advantage is, when
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the translator knows the functional style of the text. Then it was easier to
translate the source text into the target text. As another important thing is
considered to choose the right translation technique that could really help with
translation. Not all of translation techniques are suitable for each type of text,
and that is the reason why it is important to choose the most convenient
technique. There were some small hindrances in translation. It was not easy to
translate the technical terms, especially when there were no existing
equivalence in the target language so in that case was necessary some
additional explanation. The long, complex sentences were not easy too. The
author had to firstly take the sentence apart and then compare them, and kept
the meaning of the sentence or all grammatical rules. The main goal was to
translate the texts clearly and intelligible to readers. Also had kept all
conditions, that would not be changed style, meaning or message of the text.
With the information from the theoretical part was possible to successfully
finished translation of selected text.

The Bachelor’s thesis also proved that is not possible to make an
accurate translation and there are always some losses. The translator’s task
was to eliminate these losses to a minimum. It is necessary reformulated the
text sometimes to make the target text comprehensible for readers. This issue
is concerned to idioms, proverb or some cultural standards. If the text is
translated literally into any other languages, then the text could give the
unintelligible impression or the readers can be confused about it. So it was
confirmed in this thesis that a good translator should know including
grammatical knowledge of both language also the social culture and
background of the language. If the translator translates in a special field, he
should consider himself as an expert in the special field. In another case is
necessary to consult such a translation with some specialist.

The bachelor’'s thesis wants to give clarification of the theory and
techniques of translation, inform the readers with methods of a translator or
point out the problems, and could and give an outline of a way of solving the

problems.
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8 ABSTRACT

The goal of the Bachelor’'s Thesis is a translation of selected texts
related to electronic communication with a commentary and glossary. Provide
clear and intelligible translation. Also the characteristic of translation
techniques and procedures are included and applied in selected texts

afterward.

The Thesis is divided into two main parts: theoretical and practical. In the
theoretical part, the author deals with theory of translation and his techniques
and procedures. This part also includes a description of functional styles such
scientific and journalistic. The practical part is then composed of tree selected
texts, which were translated by the author. These texts are accompanied by

commentary and glossary.

The Thesis includes the Conclusion, where is the summary of the whole
work. Also, there is a list of used literature, Appendixes, where we can find the
original texts and the abstract in English language and resume in Czech

language.
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9 RESUME

Cilem této bakalarské prace je preklad vybranych textl zamérenych na
elektronickou komunikaci. Jsou doplnéné komentarem a glosafem. Nechybi ani
charakteristika pfekladatelskych technik a procedur, které byly nasledné

aplikovany na vybrané texty.

Prace je rozdélena do dvou hlavnich Casti: teoretické a praktické. V
teoretické Casti se autorka zabyva kompletni teorii pfekladu, jeho technikami a
procedurami. Tato c&ast také zahrnuje popis funkCnich styl(, predevSim
odbornym a zurnalistickym. Prakticka ¢ast obsahuje pfeklad tfi vybranych textu,
které autorka sama preloZila. Tyto texty jsou pak doplnény komentaifem a

glosafem.

Prace také zahrnuje Zavér, kde je cela prace zhodnocena. Nechybi zde
ani seznam literatury, pfilohy, které obsahuji originalni texty a také abstrakt v

anglickém jazyce a resumé v Ceském jazyce.
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10 APPENDIXES

10.1 Appendix

Federal Laws on Spousal Spying: Electronic Communications Privacy Act

The Electronic Communications Privacy Act and the Stored Wire and
Electronic Communications Act, commonly lumped together as the Electronic
Communications Privacy Act, or ECPA, are federal laws that prohibit certain
types of electronic eavesdropping.

Congress enacted these laws in 1986 to update the Federal Wiretap Act
of 1968. The original ban on wiretapping protected a person’s privacy while
using telephone lines.

The 1968 legislation did not envision the use of such modes of
communication as electronic messages, Internet chat rooms, text messaging,
cellular telephones, Internet bulletin boards, or voiceover IP. Since the ECPA
was enacted, it has also been updated to reflect new technology.

Penalties Under the ECPA

The ECPA created penalties for any person who intentionally:
1) intercepts, uses or discloses any wire or oral communication by using any
electronic, mechanical, or other device, or
2) without authority accesses a wire or electronic communication while in
storage.
A distinction is made between the interception of electronic communications
and mere access to communications that are in storage. Congress intended to
provide stiffer penalties for interception than for accessing communications in
storage.

The Difference Between Interception and Storage
There’s a distinction between interception and storage, and it matters.
Interception: The statute defines interception as the “aural or other acquisition
of the contents of any wire, electronic or oral communication through the use of
any electronic, mechanical, or other device.”
Storage: Electronic storage is “any temporary, immediate storage of a wire or

electronic communication incidental to the electronic transmission thereof; and
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any storage of such communication by an electronic communication service for
purposes of backup protection of such communication.”
What types of communications are covered?

The law applies to traditional telephone wiretaps, cordless telephone
interceptions, electronic messages, voicemail systems, pagers, chat logs, web-
streaming video, voice over IP, and recording or videotaping private face-to-face
conversations. This list is not exhaustive but provides a hint of the wide-ranging
application of this law to many types of communication.

What if my spouse gave me access to his or her email account and private
chat room?

Consent is another principle to consider when deciding whether the
ECPA applies. The ECPA only prohibits “unauthorized” use, disclosure, or
interception.

If your spouse has routinely given you his or her email account
passwords and allowed you to use them, he or she has authorized you to find
what you will. The courts will decide this issue of consent on a case-by-case
basis, and it is not necessary for consent to be explicit.

Implied consent can be found when the surrounding circumstances are
taken into account. In light of the complexity of this area of the law, it is
advisable for you to consult an attorney before taking any action that might be
considered in violation of the ECPA.

Which telephone calls may | record?

Under the North Carolina statute, it is permissible to record a phone
conversation if one of the parties to the communication is aware of, and has
consented to, the recording. This means that you may record your own
telephone calls.

On the other hand, it is illegal to record telephone calls between your
spouse and a third party if neither party knows that the conversation is being
recorded.

It is important to be aware that some states require that both parties to a
telephone call be aware of, and consent to, the recording. If you are recording a
telephone call and one of the callers is out-of-state, you could be violating the

law of that state.
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My spouse previously gave me his email password to retrieve an
electronic bill. May | use it to see what he is up to now that we are
separated?

The question here is whether your spouse gave up his or her expectation
of privacy in this email account when he or she gave you the password.

The ECPA envisions this type of privacy intrusion by prohibiting not only the
unauthorized access to stored communications, but by also prohibiting the
access of stored communications by one exceeding her authority.

In practice, this means that if the password was given to you for a certain
purpose, you could not use it for other purposes. To do so could expose you to
financial and criminal consequences.

May | read my spouse’s email messages?

This question depends on several factors. First, how did you obtain the
information? If it was unintentional, you may use it any way you please.

The ECPA only prohibits the intentional interception or unauthorized
access to electronic communications. Therefore, if a message is sent to you in
error, you may use the contents in any manner that you see fit.

However, a password is required to access most email programs. If you
have improperly obtained your spouse’s password, it would be illegal to access
the messages.

Should you acquire electronic communications that are stored, rather
than intercepting communications as they unfold, you may use the information
you obtain.

Most importantly, the information may be used as evidence in your
divorce. In addition, you may disclose it to others.

However, you should be aware that by doing so, you may be exposing
yourself to a lawsuit or criminal charges. Whether your individual situation could
expose you to the penalties of the ECPA is a fact-specific inquiry. Therefore, it

is advisable to obtain the advice of an attorney before taking any action.
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What are the penalties for violating the Electronic Communications
Privacy Act, or ECPA?

There are both civil and criminal penalties for a violation of the ECPA. It
can be very financially damaging if you are found in violation of this law.

For example, a court can award damages to the victim of such eavesdropping.

The damages are calculated in a way that each day of continuation of
the violation gives rise to a higher amount of damages.

In addition, the court can force you to pay the attorneys’ fees of the other
party, which could be higher than the amount of damages.

A court may also impose additional, punitive damages if the violation is
especially malicious. Finally, a court may impose a term of imprisonment not to
exceed five years for a violation of the ECPA.

In addition to the federal law, there are also state laws affecting your
ability to engage in electronic eavesdropping. North Carolina General Statute
Section 15A-287 criminalizes the willful interception, use or disclosure of the
contents of any wire, oral, or electronic communication “without the consent of
at least one party to the communication.” This has been categorized as a Class
H felony.

As if the foregoing penalties are not enough deterrent, you could also be
sued under North Carolina common law for an “invasion of privacy.” Again, this
could expose you to similar economic damages.

With such a confusing area of the law, how can | know what is

permissible and what is not?

The law of privacy in electronic communications is notorious for its lack
of clarity. This is evidenced by the lack of a uniform interpretation of this law by
the various federal courts. However, there are some general guidelines to keep
in mind when faced with the question of whether you are committing a violation
of the ECPA.

Justifiable expectation of privacy: The first and most basic principle
underlying this law is the concept of a “ustifiable expectation of privacy.” A
justifiable expectation of privacy must accompany the communication in order
for a violation of the ECPA to occur. In most cases, it is not hard to imagine

which communications involve an expectation of privacy exists.
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For example, a reasonable person is justified in expecting his or her
telephone calls to be private. However, a reasonable person would not consider
a message placed on a bulletin board in the county courthouse to be private.
This principle can be extended to each type of electronic communication.

Most people would consider an email message to be private. The
software for accessing such messages requires a password, which is a good
indication of the expectation of privacy. However, a joint email account where
spouses share the service and are both aware of the password would probably
not be deemed to be private.

Another gray area in applying this law concerns chat rooms. Many chat
rooms are restricted to those who register for the service. However, the fact that
access is limited to those who register does not necessarily mean that the
discussions are justifiably expected to be private. On the other hand, some chat
rooms are private and only available to those with a password.

| am worried about what my spouse is saying to my child when they talk
on the phone. May | record their conversations?

The 6th Circuit Court of Appeals (which is not the Circuit Court of
Appeals governing North Carolina) has found that a parent may consent for a
child’s conversation to be recorded. The Court required that the parent
consenting for the child present a good faith, objectively reasonable basis for
believing such action was necessary for the welfare of the child.

However, there is no similar rule in effect for the 4th Circuit Court of
Appeals, which includes North Carolina. The taping of such a conversation
would be a violation of the ECPA. It is clearly an illegal interception of a
communication using a device, which would put it squarely within the
prohibitions of the ECPA.

Taping a child’s telephone conversation with the other parent would also
violate North Carolina state criminal law (G.S. 15A-287). However, it is not
illegal to use another phone in your home, in the ordinary course of business, to
listen in on the conversation. This is referred to as the “extension line”
exception to the ECPA. It is based on the principle that it is not illegal to monitor

a conversation that one could otherwise hear legally. There is a conflict of
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opinion in the federal courts on whether you can record such a conversation. To

do so is at your own risk of being found in violation of the ECPA.

If | taped my spouse’s telephone conversation illegally, what may | do with
the information | obtained?

This is where the distinction between interception and accessing a
stored electronic communication becomes critical.

If you placed a wiretap on a telephone, or if you hired a computer
professional to break into your spouse’s computer to monitor his chat room
discussions, this is obviously an interception. Some courts have defined
interception to mean acquiring communications as they are transmitted.

If you have intercepted a message, you may not use it for any purpose.
You may not share its contents with anyone else, even by paraphrasing. You
may not use it as evidence in your divorce.

Each instance of disclosing the information to another person can
theoretically be considered a separate cause of action for damages or criminal
culpability. One federal court has found that even those who listen to the
illegally recorded conversations can be found liable for violating the statute.

How can | protect myself from unwanted intrusions into my own
electronic privacy?

The Internet is inherently susceptible to surveillance by private
individuals who are willing to put forth the expense and effort to do so.
However, it is possible to place hurdles in the way of individuals without the
technical knowledge to hack into your computer.

Such steps include the installation of firewall software, password
protection and encryption software.

Firewalls help prevent unwanted access and unsolicited scans coming form the
Internet.

Password protection is available on all email programs.

Encryption software is an effective method of sending and storing electronic
messages in a format that is illegible to someone without “decrypting” software.

Should you discover that you have been the victim of an ECPA violation,
you have legal recourse. You may file a lawsuit for injunctive relief (i.e. to stop

the intrusion), actual damages, punitive damages and attorneys’ fees. You are
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required to file such a lawsuit within two years after the date upon which you
had a reasonable opportunity to discover the violation of the ECPA.
The other legal actions available to you are criminal charges and a civil

lawsuit for invasion of privacy under North Carolina law.

10.2 Appendix

Using electronic communications, protecting privacy

Physicians and other healthcare providers are part of a changing
communication environment. This can include everything from email alerts to
help manage medication, patient portals that allow access to personal patient
information and eConversations between patients and medical staff, and mobile
devices that enable point of care information retrieval and input.
Technology is changing doctor-patient communication as well as
communication between physicians and other healthcare providers, and can
provide an opportunity to improve patient care. But to ease into the use of these
digital advances, physicians need to consider how best to communicate with
patients while also respecting privacy obligations.
There are 3 main digital communication channels which are available to
physicians — email and texting, web or patient portals, and social media
platforms. These methods can be accessed from a number of devices, with
mobile tools such as smartphones and tablets seeing the greatest growth.
While physicians are well aware of their general obligations to protect patient
information, they also need to be alert to the specific privacy risks inherent in
the use of these electronic platforms. The risks related to each method of
communication are not the same, and physicians, patients, and other
healthcare providers need to be familiar with the limitations of each platform.
Communication via email and text messaging
How secure is an email or a text message? Are peer-to-peer systems a better
option? Despite the convenience of email and text messaging, these methods
of eCommunication are often the least secure and the least private. Imagine,
for a moment, using standard email software to send personal medical
information to a patient — and getting the email address wrong. Worse — the

email does not bounce back, but rather lands squarely in some other recipient's
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mailbox. The risks of interceptions or errors in sending email or text messages
can be significant. For these reasons, some privacy commissioners have
indicated the use of unencrypted email and messaging to communicate
personal health information should be avoided. Moreover, despite the typical
disclaimer seen at the bottom of some emails, a physician remains responsible
for protecting patient health information.

Advancements in technology are spurring many physicians and healthcare
providers to communicate via mobile device. The Canadian Medical Association
recently noted that the use of mobile devices such as smartphones can
improve communication and benefit medical professionals seeking to access
information.

Meanwhile, use of mobile devices to communicate increases the risk of privacy
breaches. Caution must be exercised when using mobile devices to
communicate in public places, as others may eavesdrop on these
communications. Further, mobile devices can be lost or stolen. The lack of
security features means messages from mobile devices should be avoided
since they are more vulnerable to interception.

Physicians have an obligation to maintain the confidentiality of their patients'
personal health information and to comply with privacy regulations. Privacy
legislation generally requires that custodians adopt safeguards to protect the
personal health information under their control. Privacy regulators agree that
the use of encryption software to protect electronic messages is a reasonable
safeguard under the circumstances. There are a number of enterprise solutions
that can provide encryption, including through patient portals. As well, there are
an increasing number of encryption applications for use on personal devices
such as smartphones.

Physicians considering using unsecured or unencrypted email or text
messaging should do so only for information that does not include identifiable
personal health information. For example, emails may be used to request and
confirm appointments with the patient's consent. Physicians wanting to make
limited use of unencrypted email and text messages should advise their
patients of how these messages will be used, the type of information that will be

sent, and how the emails or texts will be processed. Patients should also be
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informed about the risks of using email or text messages, and their agreement
and the discussion should be documented in the record. Physicians should
consider using a written consent form to document the patient's consent to
using email communication and to acknowledge the associated risks.

Patient portals — Active pathways for two-way communication
While patient portals have been used in a limited way in community health
practice since the 1990s, in recent years these portals have evolved into
interactive channels that can greatly enhance communication between
physicians and patients, and in so doing, help patients to better manage their
health.
There are multiple communication functions of web-based portals. Portals can
house patient profiles and medical records, contain patient education
documents, generate alerts and reminders related to prescriptions and
medication management, allow for efficient booking of appointments, as well as
enable quick review of lab reports and follow-up messages to patients.
As authorities on privacy and confidentiality warm to the use of portals, a
growing number of physicians are likely to begin using this technology.
Physicians using patient portals should have a clear understanding of how this
medium can be used to enhance care yet protect personal health information.
While some of the functions of portals may appear innocuous, even
downloading patient education materials could communicate information about
an individual's health status that should remain confidential.
Patient portals need to be secure and accessible only by those who are
authorized to do so. In some cases, this may require that the patient identify
and grant consent to others, for example family members. The chosen platform
must have adequate security systems to protect patient information and private
online conversations and also to meet the requirements of applicable privacy
legislation. Recently, for example, the Ontario Information and Privacy
Commissioner noted that the use of a virtual private network is an appropriate
method to ensure the protection of personal health information.?
The use of patient portals can give rise to complicated technical and security
issues. Physicians and institutions should seek appropriate advice. While a

portal can provide patients with timely information and encourage them to
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become active participants in their own healthcare, how a portal will be used for
online communication should be clear prior to its use. Patients need to be
aware that portals should never be used for urgent messages or time-sensitive
health issues. Physicians should explain what information is available and will
be shared through the portal. As well, physicians should realize and explain that
not all information can be shared online, and that face-to-face consultations
may be required to avoid patients misinterpreting results or to discuss the need
for follow-up care.

Physicians should discuss the use of the portal with patients and the discussion
should be noted in the patient record. Consent forms should set out the terms
of use for the portal and the patient's consent to its use for those specific

purposes. (See the article "Technology unleashed"). As well, a terms of use

agreement should be submitted online prior to the patient being granted a
password and access to the portal. These agreements outline the terms and
conditions under which patients can use the portal.
Social media

Physicians need to keep privacy and confidentiality top of mind when using
social media such as Facebook, YouTube, LinkedIn, or Twitter. These networks
can be valuable for sharing information for health promotion and educational
purposes. They are intended to engage in public communication but not
facilitate a private conversation. As such, physicians must not communicate
specific patient health information using social media. While some of these
networks appear to mimic private one-on-one conversations through a chat
function or direct messages, content communicated via social media is
unprotected and publicly accessible. Despite rigorous use of privacy settings,
information shared on social media sites should be considered public...forever.

The CMPA has been asked to assist on privacy breaches tied to the use of
social media. As such, physicians who use social media in their personal lives
should also be careful not to unwittingly divulge information that could breach
privacy regulations. For example, imagine a resident talking to his friends about
an exciting surgery in which he participated. In an eager effort to make the story
real, the resident posts a photo taken with a smartphone. The photo is a close-

up and in most cases should be unidentifiable — but, next to the incision there
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is an identifiable tattoo. With few exceptions, the taking of photos of patients
without their consent is inappropriate. It can also lead to serious privacy
breaches.
Physicians should review any guidelines provided by their medical regulatory
authorities (Colleges) related to the use of social media. Some Colleges provide
detailed guidelines related to sharing information on blogs, discussion forums,
and maintaining professionalism.
Remember that social media platforms are public channels and can be
considered equivalent to the front page of any news daily.

Reducing risk in eCommunications
Physicians who communicate via email, text, social media, or web portals need
to be mindful they are governed by the same legal and professional standards
as would apply in other professional settings (e.g. a hospital setting, family
practice, or clinic).
For this reason, physicians using new technologies to communicate with
patients need to be aware of and follow the privacy legislation which applies to
their practice and jurisdiction, as well as any requirements from their College.
Finally, the world of technology and communication between physicians, and
with patients, is in constant evolution. Consideration should be given to security
measures and procedures that should be adopted to reduce the risk of privacy
breaches. This includes the use of appropriate protection and privacy settings
to avoid the communication of personal health information. As with email, a
patient's informed consent to eCommunications should be obtained and
documented, either through a notation in the patient's health record or by a
signed consent form or terms of use agreement. Physicians need to keep
abreast of advances and inform themselves about privacy and security issues

related to their jurisdiction and practice environment.

10.3 Appendix

Make Your Communication Effectual With Different Types Of Electronic

Communications
Instant messaging, social networking websites, text messaging, voicemail and

e-mail are some examples of electronic communication. There is no doubt that
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electronic communication has completely changed the way people
communicate and interact with each other. If used effectively, electronic
communication can herald all barriers of communication, whether you do it for
business or some personal purpose. With electronic communication, it is very
easy to keep in touch with the whole world. Below are different electronic
communication types along with their strengths and weaknesses which will aid

you in chosing the best mode of electronic communication for yourself.
Email

E-mail or electronic mail is one of the most preferred and most used form of
electronic communication. These are typed messages that can be sent across
any other person instantaneously. You essentially require an e-mail account for
sending your message, important documents, media files, spreadsheets,

images and lot more at someone else’s e-mail account.

The ease of usage and several other advantages have made is a reality that e-
mail has replaced several conventional forms of communication. There has
been a steep decline in the number of letters that were being sent by post.
Instead people these days prefer sending an e-mail which is a more

appropriate and fool-proof method of communication.

There are several advantages that e-mailing offers. Other being absolutely free,
e-mail is also easy to use, easy to prioritize and easy to refer. Moreover,
messages are sent within a blink of the eye and the connection is also quite
fast. The best part about e-mailing or using any form of electronic

communication is that it does not cause any harm to the environment.
Instant Messaging

Instant messaging allows one-on-one interaction with people who are miles
away from us. Advanced computer technology and popularity of the Internet
usage has made it possible to use Instant Messengers and communicate with
people who are located very far from us, without any hassles. With the help of

instant messengers like Windows live messenger, Skype messenger, Gmail
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chat or AOL Instant Messenger, we can directly send message or chat with our

friends, relatives and acquaintances, without spending a dime.

There are several advantages that instant messaging offers over e-mail. Firstly,
the messages sent as well as the responses are real-time. However, something
that you must always watch out for is to not open or download files that
unknown people send across. Most of the times, such files contain nothing but

virus that can halt the working of your computer, giving a lot of trouble.
Video Chat

Development of web cameras has added a momentum to electronic
communication. With the help of a web camera and video chatting applications,
you can not only interact with a person, you can also see with whom you are
communicating. Web cams need to be attached as an external device to the
computer. You may also use an external program like Gmail, Skype or Windows

Live video chat to make a video conversation possible.

Let’s discuss some advantages of video chatting. The first obvious advantage
is that you can reach anyone instantaneously, irrespective of time. Amongst
other advantages, video chatting using Internet does not require you to spend
money, you may also use business-conferencing feature and interact with more
than one person at a time. Moreover, if you are conferencing for business
purposes, you may also share data sheets and PowerPoint presentations

online.
Blogs

Blogging is currently one of the most preferred ways of communicating openly.
Blogging is a kind of online journaling that helps people speak their mind and
also keep in touch with friends and family. Blogs are updated on daily basis, at
times, several times a day and covers details about a person’s life and interest.

Blogging can also be about specific topic or niche.

On such blogs, people follow, share updates and even post comments. Using

blogs is very convenient and that is why people use blogs very frequently.
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Moreover, if a blog is public, people from all around the world can access it by

using Internet, can read it and follow.
Social Networks

Social Networks allow people to form communities and keep in touch with each
other, share updates, follow developments in each other lives, share pictures
and send messages. There are several social networking websites such as
Facebook, MySpace, Linked and Twitter where people can register, create an
account and start communicating with businesses, family and friends,

celebrities and others.

Social networking websites offer several advantages including open
communication, a great way of meeting old friends, a platform for posting news,
asking questions, sharing links, discussing ideas and an excellent way of
promoting websites and businesses. Social networking websites target broad
range of audience and that is why, it is also considered to be an excellent
business tool. These days, it is possible to access social networking website
accounts through mobile phones and stay connected with family and friends

throughout the day.
Weaknesses of electronic communication that you must know

There is no doubt that there are some huge advantages of using electronic
communication over traditional methods of communication, but it also has some
flaws. Lack of communication reinforcement is one of these flaws. When you
are communicating face-to-face with someone, you can reaffirm the message
that is being sent with help of the body language and the tone of voice. On the
other hand, using instant message or e-mail does not allow message

reinforcement. This may cause a lot of misinterpretation.

In case of e-mail, if you are not careful on how to use e-mail, it may lead to a
number of dysfunctions. At times, large number of e-mails may overload the
server causing congestion. It is important to follow guidelines and prevent such

problems.
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Talking about social networking websites, it is a breeding ground for frauds and
predators. Several cases have come up where internet predators have used
malicious means to cheat and influence innocent adolescents. One has to
practice safe networking techniques in order to stay away from such

vulnerabilities.
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