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Assessment of the Ph.D. Thesis of Enrico Pozzobon, M.Sc. “Hardware Side-Channel 
Attacks in Safety Critical Devices “, Assessor: Prof. Dr.-Ing. Martin Hobelsberger 

Mr. Pozzobon focuses in his thesis on the examination of hardware attacks on safety-critical 
microcontrollers and the detection as well as mitigation of those. He explores attack scenarios such 
as side channel attacks, proposes methodologies for detection and suppression of side channel 
leakages, develops techniques for automated search of fault injection vulnerabilities and provides 
methodologies for mitigating side channel leakages and the detection of fault injection 
vulnerabilities.  

The thesis is very well and logically structured into parts (three) and chapters (eight chapters of text 
and three appendices, bibliography, and list of publications). Motivation of his work, the goals, and 
an outline of the thesis (chapter one) are formulated to the point. These goals are connected to the 
research questions formulated in the thesis exposé and fully support the approach of solving the 
defined research problem. All stated research questions have been answered. 

The presented topic is of utmost actuality and value for the research community and application 
domain. With the rise and roll-out of autonomous vehicles the work, presented by Mr. Pozzobon, 
gains even more significance and is central to the mass roll-out of those. Throughout his thesis Mr. 
Pozzobon provides an excellent summary and review of relevant research to date. Relevant 
technical background information and introductions to the systems under test are provided in the 
chapters two and three. Here, the author introduces side channel analysis and the most common 
fault injection attacks. Additional information on electromagnetic fault injection is given in chapter 
seven. This is all well written, logically structured and provides the technical setup for the 
contributions of the author in chapters four to seven.  

In chapter four the focus lies on the measurement of side channel leakages. Here, different sources 
of information leakage present on embedded hardware are presented in detail. With use of Welch´s 
T-Test a technique for the detection of leakage was presented. While this is only one of a few
possible leakage detection techniques and not infallible, the list of leakage sources is
comprehensive and covers hardware-specific sources which are often ignored by other works in
the literature. The Process of masking individual cryptographic primitives is detailed in chapter five.
Here, Mr. Pozzobon presents a primitive which is more complex than the ones previously masked
in the literature and therefore cannot be easily found using exhaustive search. An algorithm based
on neuroevolution is used to automatically find a Boolean masking of a full-adder that is then used
to construct a bitsliced modular adder, and the obtained results are used to create another informed
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search algorithm that finds an optimized version of the full-adder. This adder is only resistant against 
first-order attacks but presents a novel method and thus adds a value contribution to the research 
community. Further more, the considered cryptographic primitive has a larger search space than 
the primitives that were already shown by previous researchers, making it impossible to solve 
through simple exhaustive search. Chapter six compares the optimized masked gadget obtained in 
chapter five with the best known masked modular adder from previous works, showing a significant 
(26%) improvement in the encryption/decryption while also demonstrating both on simulations and 
on real hardware that the constructed cipher does not exhibit first-order side-channel leakages. The 
benchmarking of the masked cipher and its comparison with the state-of-the-art are exhaustive and 
show a considerable improvement to previous works in the field and the use of full ARX ciphers 
provide a real world utility of the presented work. Chapter seven details the development of an 
algorithm for automating the estimation of fault parameters in an electromagnetic fault injection 
attack, which is useful for deciding on the resilience of a particular piece of hardware against this 
type of attacks. The algorithm is shown to produce unsigned code execution on different real-world 
automotive ECUs targets, demonstrating a vulnerability in the ISO 14229-1:2020 standardized 
software update process. With the information gathering step Mr. Pozzobon shows a novel way to 
leak information through error stack traces. The attack shows that, counter to previous research, 
the "Wild Jungle Jump" attack is a viable way to attack real world devices and not just laboratory 
examples. To highlight this insights, the success of the attacks on real world targets demonstrates 
the usefulness of the work. The most important results from each chapter of the thesis are 
summarized and presented in chapter eight. It highlights some of the open issues left by the work 
and concludes with the main contributions of the work which are: 
 

- A discussion of different methodologies for automated side channel leakage removal from 
symmetric cryptography primitives 

- The investigation and documentation of sources of leakages of commonly used 
microcontroller architectures 

- A novel search algorithm for fault-injection parameters 
 
The doctoral thesis written by Mr. Pozzobon can be evaluated without doubt very positively. The 
content of the doctoral thesis positively supports the competence of the author to apply and 
successfully implement the elected theoretical resources. From a formal point of view, the doctoral 
thesis is very well written, structured and of an appropriate graphical level. Significant parts of the 
work were already published in world-known journals and/or on significant scientific conferences. 
The publication list contains six international conference papers between 2017 and 2021. Mr. 
Pozzobon is the leading author of two of them. All are published with co-authors. The thesis and 
the publication list show that Mr. Pozzobon can perform research independently. Significant parts 
of the work of Mr. Pozzobon´s thesis will certainly be used for future scientific work and provides a 
very good source for other researchers.  
 
My questions for the Defense of the Thesis would be.  

- What would be your take on a methodology/process to stay ahead of malicious parties 
while providing security research and methodologies open and accessible? 

- How will the use of new technologies such as LLMs impact the research and real-world 
applications in the security field and would you approach your design of the algorithm 
different today (given what LLMs are now widely used and available)? 
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Conclusion: 
I have reached the conclusion that this work brings several new and novel pieces of knowledge to 
the scientific community. The core of this work has been correspondingly published. Furthermore, 
the theoretical foundation of the work can be readily applied to real world applications and already 
have a meaningful impact in the industrial applications. The work can be qualified as a very good 
doctoral thesis. For this reason, I recommend the acceptance of his thesis for the granting of the 
academic title Ph.D. 

With best regards 

Prof. Dr.-Ing. Martin Hobelsberger 
Dean of Academic Affairs for the Department of Computer Science and Mathematics 


